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Devon, Cornwall and the Isles of Scilly LRF 

Information Sharing Protocol and Agreement 

1
Background



1.1

1.2
The Civil Contingencies Act 2004 (“the Act”) requires Category 1 and 2 responders (as defined in the Act) to: 

• co-operate with other local responders to enhance co-ordination and efficiency and 

• share information with other local responders to enhance co-ordination.

The principle mechanism for multi-agency co-operation at the local level is the Devon, Cornwall and the Isles of Scilly Local Resilience Forum (“the LRF”), based on the Devon and Cornwall Police Area of Responsibility. This brings together all the organisations that have a duty to co-operate under the Act, along with others who would be involved in the response. The purpose of the LRF process is to enable effective delivery of those duties under the Act that need to be developed in a multi-agency environment. Co-operation and sharing of information is already extensively practiced within the LRF area and this Information Sharing Protocol (“the Protocol”) seeks to formalise the good working practice already in place.



2
Purpose of the Protocol



2.1


The Protocol provides a framework to enable the exchange of information and to ensure clarity of understanding of the purpose of information transfer and process to be followed. The exchange of information is to enable responders to be prepared to meet their obligations under the Act, and the Partner Organisations will need to sign up formally and individually to the Protocol.

2.2
This Protocol is an agreement between the Signatories to share sensitive information for a specified purpose(s). The Protocol:


a)
Sets out the purpose(s) for which information needs to be shared


b)
Lists the organisations which may share information under terms


c)
Sets up procedures for sharing information.



2.3
The following Partner Organisations of the Devon, Cornwall and the Isles of Scilly LRF have agreed to subject themselves to the terms of this Protocol to support emergency planning and response in the LRF area:






a)
43 (Wessex) Brigade


b)
British Transport Police


c)
Cornwall Council


d)
Cornwall Fire and Rescue Service


e)
Cornwall & Isles of Scilly Primary Care Trust


f)
Cornwall Partnership NHS Trust


g)
Council of the Isles of Scilly


h)
Devon County Council


i)
Devon & Cornwall Constabulary


j)
Devon & Somerset Fire & Rescue Service


k)
Devon Partnership NHS Trust


l)
Devon Primary Care Trust


m)
East Devon District Council


n)
Environment Agency


o)
Exeter City Council


p)
Mid Devon District Council


q)
North Devon District Council


r)
Highways Agency


s)
Isles of Scilly Fire & Rescue Service


t)
Maritime and Coastguard Agency


u)
Ministry of Defence Police


w)
Northern Devon Heathcare NHS Trust


x)
Plymouth City Council


y)
Plymouth Hospitals NHS Trust


z)
Plymouth Primary Care Trust


aa)
Royal Air Force


ab)
Royal Cornwall Hospitals NHS Trust


ac)
Royal Devon & Exeter NHS Foundation Trust


ad)
Royal Navy


ae)
South Devon Healthcare Trust


af)
South Hams District Council


ag)
South Western Ambulance Services Trust


ah)
South West Water/Utilities


ai)
Teignbridge District Council


aj)
Torbay Care Trust


ak)
Torbay Council


al)
Torridge District Council


am)
West Devon Borough Council

3
The Agreement



3.1
This Agreement sets out the local arrangements for exchanging information that is not usually publicly accessible and can be protected by law between the participating bodies of the LRF in accordance with the Act.  This non public data and information will be termed as ‘sensitive’ for the purposes of this agreement and includes data held in any form and formal meetings between Partner Organisations where minutes or notes are produced or actions recorded.



3.2
The Agreement enables Partner Organisations to:





a)
Facilitate strategic planning


b)
Co-ordinate effort to deal with major incidents and disasters


c)
Collate and exchange information to achieve joint objectives



3.3
It is not intended to restrict information exchange and intelligence, and Partner Organisations should continue to interact face to face or by telephone in order to carry out their operational duties/responsibilities.



3.4
In signing the Agreement, each Signatory is undertaking to adopt the Agreement on behalf of their organisation. 



4
Regular Review of Protocol and Consultation Regarding Protocol




The LRF Co-ordinator/Secretariat as the Nominated Protocol Holder, shall ensure that a review of the Protocol is carried out by the Signatories:


a)
within the first six (6) months of the date of the Protocol being signed;


b)
on an annual basis; and


c)
in the event that any new legislation comes into force or official guidance is issued which impacts on the Protocol or the obligations of all or any of the Signatories under the Protocol.





The Signatories shall consult with each other regarding matters of policy and strategy that directly arise from or in any way impact on this Protocol.




5
Legislation



5.1
Civil Contingencies Act (2004)


The Act introduced the duties to co-operate with other local responders to enhance co-ordination and efficiency and to share information with other local responders to enhance co-ordination.



5.2
Section 115 of the Crime and Disorder Act 1998


This gives people a power to share information disclosed to ‘relevant authorities’ as amended by the Police and Justice Act 2006. This provides a statutory power to exchange information where disclosure is necessary to support the local crime and disorder strategy or objectives outlined within it. 

This Act would apply in certain circumstances for LRF business. Within the Protocol the agencies listed at paragraph 2.3 would be required to comply.



5.3
The Code of Practice on the Management of Police Information


This code was developed under section 39 and 39a of the Police Act 1996 and enacted in November 2005. The code sets out principles governing the management of police information, including procedures governing authorised sharing of information obtained and recorded for policing purposes within the

police service, and with other agencies. A full Manual of Guidance on the


Management of Police Information supporting the requirements of the code was 
published in March 2006.

Policing purposes are defined within the code as;


a)
protecting life and property;


b)
preserving order;


c)
preventing the commission of offences


d)
bringing offenders to justice; and


e)
any duty or responsibility of the police arising from common or statue law.





The code allows the police to disclose police information to other person or bodies where this is reasonable and lawful to do for the policing purposes as set out above. Any sharing of information must comply with the ACPO Guidance on the Management of Police Information 2006 and any protocol, national or local, which may be agreed with the persons or bodies needing to receive the information.



5.4
Freedom of Information Act 2000


Any person may apply for access to information held by any Public Authority. Certain exemptions apply including:


a)
Information held for criminal investigations, prevention - Law Enforcement (S31)


b)
Information which is personal data, under Data Protection Act – Personal Data (S40)


c)
Disclosure of information which would constitute a breach of confidence – Information provided in confidence (S41)



5.5
Human Rights Act 1998


Article 8 requires agencies to act within their powers and respect an individuals right to a private life, family life, home and correspondence:


a)
Interference with a person’s Article 8 right can be made provided it is in accordance with the law and necessary in a democratic society in pursuit of one or more of the following legitimate aims: national security; public safety or economic well-being of the country; for the prevention of disorder or crime; for the protection of health or morals; or for the rights and freedoms of others.


b)
All partner organisations agree to comply with the Articles of the Act.


c)
All disclosures must be fair, lawful and be proportionate to the intended aim.





5.6
Data Protection Act 1998


All disclosures must be restricted to the minimum necessary in order to achieve the desired objectives.


All Partner Organisations must comply with the following eight data protection principles:

Personal Data must be:


a)
Processed fairly and lawfully and shall not be processed unless at least one of the conditions in Schedule 2 is met and in the case of sensitive personal data, at least one of the conditions in Schedule 3 is met


b)
Obtained only for one or more lawful and specified purposes and not be held or used in any manner incompatible with those purposes


c)
Adequate, relevant and not excessive in relation to the purpose for which it is processed


d)
Accurate and where necessary kept up to date


e)
Kept no longer than is necessary for those purposes


f)
Processed in accordance with the rights of the data subject


g)
Kept secure


h)
Not transferred to countries outside the EEA without adequate protection




5.6.1
Schedule 2: the following conditions are relevant for the purposes of the first principle – the processing of any Personal Data: 





Condition 1) The data subject has given consent to the processing.

Condition 2) The processing is necessary –

a) for the performance of a contract for which the data subject is       a party, or 

b) for the taking of steps with a view to entering into a contract.





Condition 3) The processing is necessary for the compliance with any legal obligation to which the data controller is subject, other than an obligation imposed by contract.


Condition 4) The processing is necessary in order to protect the vital interests of the data subject.





Condition 5) The processing is necessary: 




a)
for the administration of justice




b)
for the exercise of any functions conferred on any person by or under any enactment




c)
for the exercise of any other functions of the Crown, a Minister or a government department or




d)
for the exercise of any other functions of a public nature exercised in the public interest by any person.





Condition 6) The processing is necessary for the purposes of legitimate interests pursued by the data controller or by third party or parties to who the data are disclosed, except where processing is unwarranted in any particular case by reason of prejudice to rights and freedoms or legitimate interests of the data subject.




5.6.2
Schedule 3: the following conditions are relevant for the purposes of the first principle; the processing of Sensitive Personal Data:






Condition 1) With the explicit consent of the data subject.






Condition 3) The processing is necessary -




a)
in order to protect the vital interests of the data subject or another person, in a case where;





(i)
consent cannot be given by or on behalf of the data subject, or





(ii)
the data controller cannot be reasonably be expected to obtain the consent of the data subject, or






b)
in order to protect the vital interest of another person, in a case where consent by or on behalf of the data subject has been unreasonably withheld.






Condition 6) The processing -




a)
is necessary for the purpose of, or in connection with, any legal 
proceedings (including prospective legal proceedings),




b)
is otherwise necessary for the purposes of obtaining legal advice




c)
Is otherwise necessary for the purposes of establishing, exercising or defending legal rights.






Condition  4 7(1) The processing is necessary -




a)
for the administration of justice,






b)
for the exercise of any function conferred on any person by or under an enactment.




5.6.3
The Data Protection (Processing of Sensitive Personal Data)

Order 2000: Circumstances in which sensitive personal data may be processed. 


The processing - 




a)
is in the substantial public interest;






b)
is necessary for the purposes of the prevention or detection of any unlawful act; and






c)
must necessarily be carried out without the explicit consent of the data subject being sought so as not to prejudice those purposes.




5.6.4
The Signatories acknowledge that they are legally empowered to make Disclosures by any of the following sections of the Data Protection Act 1998 provided that the conditions of those sections are met:



a)
section 29(3) (for the prevention or detection of crime, the apprehension or prosecution of offenders, and taxation purposes);



b)
section 34 (where information is to be made available to the public by or under enactment);



c)
section 35 (where the disclosure is required by law or by the order of a court or is made in connection with legal proceedings, for the purpose of obtaining legal advice, and establishing, exercising or defending legal rights);



d)
section 28 (for the purpose of safeguarding national security);



e)
section 38 (by order of the Secretary of State).





This list is not intended to be exhaustive.  Explanations of the content of the sections shown in brackets are not intended to be full descriptions of the content of the sections and should not be relied on.  Signatories shall each be responsible for taking appropriate advice on the application of any such sections in the event that they intend to rely on the same when making a Disclosure.



6
Use of the Information

Information shared under terms of the Agreement must be used for the purpose stated in the request for information.



7
Procedures



7.1
Designated Officer – Each Signatory is to nominate at least one designated liaison officer. This contact point is to manage associated procedures. 


7

.2
The Designated Officer will be responsible for the co-ordination of the Partner Organisation’s involvement in this Protocol at all stages, ensuring that the Partner Organisation’s Data Protection registration is adequate and that all requests for information are maintained. 



7.3
The security of sensitive information obtained through this Protocol will be audited and reviewed on an annual basis. Nominated persons(s) who will be required to process or initiate requests for information will require training.



7.4
Request for the Disclosure of Information


Whenever a Designated Officer receives or requests personal information or

conviction data, (with or without consent) a record containing the following

information must be completed using the form at Appendix A:


· Date information /disclosed/received/requested.

· Personal details of person who is subject of information

· Personal details of designated officer making request

· Summary of information disclosed/received/requested

· Grounds for disclosure – must be able to identify lawful power e.g. s29(3) of the DPA 1998

· Identity of Designated Officer dealing with/authorising disclosure


7.5
Confidentiality Disclosure Agreements – formal meetings


Members of all partnerships established to support joint action including action under the Civil Contingency Act (2004) who are likely to come into possession of sensitive information ( e.g. at meetings of partnership groups) must sign confidentiality agreements and have the appropriate security clearance by their

own organisation.  Further information is given in the Cabinet Office publication
‘A Guide for Emergency Responders Security Vetting and Protective Markings’.


At formal meetings where minutes or notes are produced or actions recorded, then the actual information supplied should only be referenced within the formal record of the meeting and not detailed, so as to avoid unintended disclosure if the records of the meeting are made public.



7.6
Security


Each Signatory must adhere to the following rules:

· Keep sensitive information physically secure e.g. locking away documents

· Restrict access to ‘those who need to know’

· Establish formal procedure for recording details of personal information disclosed under the terms of this Protocol, together with reasons for disclosure. 

· Partners cannot further disclose sensitive information outside partner organisations unless original data owner agrees.

· Ensure all staff involved in sharing information under this Protocol are adequately trained in all matters relating to the protection of sensitive information.

· Comply with the Data Protection Act principles.

· Only hold the minimum amount of information necessary for the intended purpose

· Ensure the accuracy of information held and securely dispose the information when it is no longer needed.





7.7
Confidentiality


7.7.1
Where possible, information should be depersonalised i.e. anonymised before sharing, if it is not necessary to specifically identify the person(s) concerned.




7.7.2
Non-Disclosure: Any information supplied to you for a specified purpose must not be disclosed, copied, broadcasted or disseminated 
without the written authorisation of the supplying Partner Organisation



This document should be kept secure whilst in your possession.  The information must be securely destroyed by crosscut shredding or incineration when no longer needed.



7.8
Common Law Duty of Confidence (e.g. Doctor + Patient)


7.8.1
Duty of Confidence should apply unless there is an over-riding public interest in disclosure. Exchange of de-personalised information should be considered where this can be used to protect public safety and/or national security.




7.8.2
Personal information given or received in confidence for one purpose may not be used for a different purpose, or passed to anyone else, without the consent of the provider of the information unless there is a greater public interest in disclosing the information and overriding the person’s duty of confidence. 




7.8.3
There is a need to have respect for private and family life, the individual’s home and his correspondence and there shall be no interference by a public authority with his right except as in accordance with the law and is necessary in a democratic society in the interest of specifically:



a)
national security



b)
public safety



c)
protection of public order



8
Contractual Agreement



8.1
Each Signatory accepts that the procedures and processes identified in

this Agreement will provide a secure framework for the exchange of appropriate information between Partner Organisations. This includes obtaining, releasing and disclosure of sensitive information between the Partner Organisations.



8.2
Responsibilities of Signatories


Each of the Signatories must agree to adhere to the following:


a)
Ensure that realistic expectations of the information available and its use prevail from outset.


b)
Ensure ethical and professional standards are maintained.


c)
Not release information to any third party for a purpose not covered by this Agreement without obtaining the express authority of the Partner Organisation.


d)
Ensure mechanisms are in place by which the flow of information can be controlled and confidentiality maintained in addition to ensuring that significant decisions made are recorded and documented


e)
Ensure appropriate training is provided to designated officers and other staff as appropriate


f)
Encourage legitimate and justifiable exchange of information to an extent, which is compatible with rights protected under the Human Rights Act 1998.


g)
Implement and adhere to the procedures and structures set out in this Agreement including a commitment to investigate any complaints of non-compliance with the Agreement.



8.3
Breach of Agreement


In case of a breach of this Agreement:


a)
The Partner Organisation alleging the breach must report it to the other Partner Organisations within 5 working days of learning of the breach.


b)
The Partner Organisation committing the breach must respond to the allegation within 5 days of receipt of the initial allegation.


c)
All Partner Organisations shall meet within 10 days of issued response to agree any actions/sanctions.


d)
Agreed action and/or sanction must be recorded in minutes and circulated to all Partner Organisations within 5 days of the meeting.



9
Complaints



9.1
Any complaint by a data subject regarding any stage of the process should be made in writing. It should be dealt with under the complaints procedure of the appropriate Partner Organisation. 


10
Individual’s right to request a copy of information held about them



10.1
An individual has a right to request a copy of recorded information held about them, under Section 7 of the Data Protection Act 1998. All requests of this nature should be dealt with by the authority holding the information and should be handled in accordance with their own organisation’s internal procedures for these requests.


AGREEMENT DECLARATION 

(A COPY TO BE SIGNED BY EACH PARTNER ORGANISATION)
The Partner Organisation named below is a member of the Devon, Cornwall and the Isles of Scilly LRF Chief Officers Group and agrees to accept the principles, terms and conditions of this Protocol which specifies how they will provide the information, how the information will be used and will recognise the sensitivity of analysis and any reports produced as part of this Protocol. 

Name of organisation 


Name of contact person


Address


Tel No.


Fax No. 


Email


We will supply information as agreed by the Devon, Cornwall and the Isles of Scilly LRF in accordance with the Protocol.

Signed by an authorised person on behalf of 


Signed 


Print name


Position


Date: 


Devon, Cornwall & Isles of Scilly Local Resilience Forum

Information Exchange: Request for the Disclosure of Information

Data Protection implications must be considered before information is disclosed or transferred and all requests for information must be documented using this form

     
Request received from: 
(Agency requesting information)

     
Requestor’s Name: 
(Designated Officer)

This is the named individual requesting the information who has the responsibility for using the information received in accordance with the Information Sharing Agreement

Requestor’s Signature: 


     
Authorisation for request: 
(Agency Authorisation)


Date of Request: 

Requestor’s telephone number:




The following agency/agencies are being asked for information under the Information Sharing Protocol for the exchange of confidential information between agencies identified within this document as part of the Devon, Cornwall & Isles of Scilly Local Resilience Forum.

Agency Name(s): 




Details of information required and why: 

Failure to provide the information will result in: 


Consent from the individual has been obtained:  Yes  FORMCHECKBOX 
  (see attached for details)    No  FORMCHECKBOX 



Power cited as basis of enquiry:


I confirm that the personal or sensitive personal information is required for the following purpose and will NOT be disseminated to any other third party.



 FORMCHECKBOX 
 Civil Contingency Act 2004


 FORMCHECKBOX 
  Other 


Tests applied to the request for disclosure: (all points must be considered)


 FORMCHECKBOX 
  Status of enquirer valid under the protocol (Cat 1 or 2 Responder)


 FORMCHECKBOX 
 Pass
 FORMCHECKBOX 
 Fail

 FORMCHECKBOX 
 Disclosure of the information is “in the public interest”



 FORMCHECKBOX 
 Pass
 FORMCHECKBOX 
 Fail

 FORMCHECKBOX 
  Disclosure valid under the Data Protection Action 1998 (8 principles):

· Personal data shall be processed fairly and lawfully

· Personal data shall be obtained for one or more specified and lawful purposes and shall not be further processed in any matter incompatible with that purpose or those purposes

· Personal data shall be adequate, relevant and not excessive in relation to the purpose for which they are processed

· Personal data shall be accurate and where necessary kept up to date


 FORMCHECKBOX 
 N/A
 FORMCHECKBOX 
 Pass
 FORMCHECKBOX 
 Fail

 FORMCHECKBOX 
 Failure to disclose the information would prejudice the objective


 FORMCHECKBOX 
 N/A
 FORMCHECKBOX 
 Pass
 FORMCHECKBOX 
 Fail

 FORMCHECKBOX 
 Disclosure will aid prevention/detection of crime and/or disorder


 FORMCHECKBOX 
 N/A
 FORMCHECKBOX 
 Pass
 FORMCHECKBOX 
 Fail

Appendix A
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